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Introduction

This Server Setup Guide explains how to install National Utilization Management Integration (NUMI),
Release 1.1.15.11.

1.1. Purpose

The purpose of this document is to explain the hardware and software requirements and tasks that must
be performed before and after the installation process.

1.2. Scope

The scope of this document includes explanations of the appropriate steps to install the NUMI software,
and the steps that are needed to be completed before and after the installation process s started.

1.3. Target Audience

This document is intended for the Information Technology Team and the individuals who install
software in your organization.

2. Deployment Overview

The following process is followed to request permission to do a National Deployment.

2.1. National Deployment Request

The ProPath Release Management processes govern the request for a National Deployment. Refer to
ProPath for guidance on requesting a release. This process must be complete before installation of
services on the NUMI servers.

2.2. Installing NUMI on the Servers

The steps to install NUMI on the servers are described below. The middle tier of NUMI is the Veterans
Information Systems Technology Architecture (VistA) Integration Adapter (VIA), which is a hosted
service and is not part of the NUMI deployment. The primary NUMI application servers are located at
the Austin Information Technology Center (AITC) facility in Austin, Texas. The application servers run
on an Internet Information Services (11S) Application Server. The NUMI application requires Microsoft
(MS) ASP.NET 2.0 Ajax Extensions 1.0 and Web Services Enhancements 3.0 to enable the interactions
with the Web Services.

2.2.1. Database Server

The NUMI database as it exists now is a manifestation of multiple changes over multiple releases. This
installation document has as a pre-requisite the backup of an existing NUMI database. Therefore, to
install a new NUMI database, it is necessary to restore a backup of an existing NUMI database.
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Database Platform installation, and Database Restoration Procedures

1. Install Windows Server 2019 on the database server platform
2. Download and install any critical patches for the Operating System

3. Install the 64-bit MS Structured Query Language (SQL) Server 2019 application according to
local “best practices”

a. MS’s Full Text Search is required for the NUMI installation

b. Replication is necessary for the NUMI installation to use the alternate database reporting
capability of NUMI

c. Reporting Services is not necessary for installation on the NUMI database server

d. NUMI’s database will function properly in cluster, but clustering is not required for the NUMI
application

4. Apply all appropriate patches (according to local best practices) to MS SQL Server 2019

5. Install/ restore the database components according to the instructions in section 4.1
Instructions for Installing Database Components.

2.2.2. Web Server
To install NUMI Exchange software on the Web Server (Server 2):

1. Install Windows Server 2019 on the web server platform
2. Download and install any critical patches for the Operating System on all web servers
3. Install MS ASP.NET 2.0 Ajax Extensions 1.0
4. Install Web Services Enhancements 3.0
5. Install NUMI Exchange
6. Change the web.config file settings as needed

2.2.3. Application Server
To install NUMI application software onthe Application Server (Server 3)

1. Install Windows Server 2019 on the application server platform
2. Download and install any critical patches for the Operating System on all application servers
3. Install the Care Enhance Review Management Enterprise (CERMe) 21.0.1 InterQual View
2022 application
4. Install the NUMI application
5. Change the web.config file settings as needed
6. Install the SiteMinder Web Agent and configure it for the NUMI application Web site

3. Pre-Installation Instructions and Preparation

The Pre-Installation Instructions and Preparation section explains the tasks that need to be performed
before installing NUMI software. Before proceeding with the installation procedures, consult the list of

requirements below.

3.1. Installation Process Requirements

An assumption is made that the person responsible for doing installations at your site has performed
appropriate pre-installation planning.
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3.1.1. Minimum Software Version

Operating System: Windows Server 2019

Database: SQL Server 2019

3.1.2. Resources Required

Sys Admin, DBA

3.1.3. CPU Capacity

64GB RAM, Dual 2.20 GHz Intel Xeon®E5-2698 v4 — Database Server
12GB RAM, Dual 2.20 GHz Intel Xeon®E5-2698 v4 — Application Server
12GB RAM, Dual 2.20 GHz Intel Xeon®E5-2698 v4 — Web Server
3.1.4. Disk Space

Application server — 100 GB Web Services server — 100 GB

Database — E:900 GB, F:700 GB, L:200 GB, 0:400 GB (This includes space needed for the backups and
data storage.)

3.1.5. Devices (Servers, etc.)

1 Database Server

2 Application Servers

2 Web Servers

1 Data Warehouse Server 1 SQL Reporting Server
3.1.6. VistA Rights Needed for NUMI Users

Each NUMI user must have Computerized Patient Record System (CPRS) access in their VistA menu
structure, such as in their secondary menu tree. The VistA menu name is CPRSChart (or CPRS
Graphical User Interface CHART). Table 1 and Table 2 identify the menus, optionsand settings these
user accounts will need to have assigned.

It is also highly recommended that the VIAB WEB SERVICES OPTION be added to the System
Command Options [XUCOMMAND] menu in each site’s VistA system. If youdo not add this to the
Common Menu, you will need to add it to the secondary menu of each individual NUMI user.
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Table 1: CPRS Rights

CPRS Rights

Primary Menu: XMUSER

Primary Menu: MailMan Menu

Secondary Menu: [OR CPRS GUI CHART]

Secondary Menu: CPRSChart Release 1.0.30.72

Keys Held

Patient Selection

Restrict? NO

OE/RR List

Table 2: CPRS Access Tabs
Name Description Effective Date Expiration Date
RPT Reports tab Sept. 2, 2008 N/A

3.2. Install Softwarein Test Environments

The software will be installed in the Test environments before installing in Production.

3.3. Generate Pre-Installation Reports

Not applicable.

3.4. Coordinate Installation with Other Teams

The Installation Team will need to involve the Implementation/Architecture Team.

3.5. Install Sequence Information for Multiple Patches

Notapplicable.

3.6. Logoff During Installation

End users do not need to be logged off during installation (during the act of copying files and installation
executions to the server(s)). However, the users must be logged off for any updates to the software

(running the executions and/or configuring the software and configuration files).

Logging off during software updates is no different from any other logoff that a user may do.

3.7. Average Amount of Time Required to Complete the

Installation

The average amount of time required to complete the NUMI installation is 2 days.
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4. Database Information

Refer to the NUMI Systems Management Guide for information about the structure and components of
the NUMI database.

4.1. Instructions for Installing Database Components

The NUMI database as it exists now is a manifestation of multiple changes over multiple releases. This
installation document has as a pre-requisite the backup of an existing NUMI database. Therefore, to
install a new NUMI database, it is necessary to restore a backup of an existing NUMI database.

4.1.1. Database Installation /Restoration Procedures

1. Copy abackup of an existing NUMI database(s) of appropriate size and content to the new NUMI
database server
a. Theapplication database (typically called NUMI) is necessary for proper function of the
application
b. The “auditing” database (typically called LogSyncDb) is necessary for proper functioning of the
application and the synchronizer
c. The CERMe database can be restored from an existing backup, or can be built from scratch from
the CERMe installation media
i.  If the CERMe database is restored from an existing backup, verify that the application
configuration filesreference a database authenticated user that has DBO privilege on the
CERMe database for proper functioning of the NUMI application
ii.  If the CERMe database is installed from media, follow the instructions provided by Change
Healthcare for installation
2. Restore the database backup to the existing server
a. File paths will have to be altered according to local best practices
b. Useraccounts may be, butare not required to be, restored with the database. NUMI requires the
numi_user account to be setup.
c. Database ownership may be altered so that the owning account for the NUMIdatabase complies
with local best practices
d. A database authenticated user for the application should be configured, and granted DBO
privileges on the NUMI database
3. Runthe Install_XX.sql if it was provided with the build, where XX is the database version for
the NUMI build. This will apply changes to the database necessary for the version of NUMI
that is being installed
4. Install the NUMI Synchronizer according to the instructions in section 17 Installing NUMI
Synchronizer on the DB Server

5. Installation Procedure for Server 2019

This section identifies the installation procedures that shall be followed.

5.1. Patch the Operating System
This applies to all servers.
1. Openup an instance of Internet Explorer.

January 2023 NUMI Server Setup Guidev.1.1.15.11 10



2. Select menu item <Tools/Windows Update>.
3. Follow the instructions on MS’s website. (NOTE: A restart of the servers may be necessary).

6. SQL Server Setup (Windows Server 2019)
6.1. Role Setup

The role set-up in this section applies to the SQL database server. Use Server Manager to install the File
Services with the role services shown in Figure 1: SQL Server Role Services.

Figure 1: SQL Server Role Services

Installation Type Roles
File and Storage Services (1 of 12 installed

4[] File and iSCSI Services

[] File Server

[ ] BranchCache for Network Files

[ Data Deduplication

[] DFS Namespaces

[] DFS Replication

[ ] File Server Resource Manager

[] File Server VS5 Agent Service

[] iSCSI Target Server

[] iSCSI Target Storage Provider (VDS and VSS hardw

[] Server for NFS

[ ] Work Folders

[] Hyper-V
[ ] Metwork Policy and Access Services
[ ] Print and Document Services

[1 Remote Access ¥

7. Web Server Setup (Windows Server 2019)
7.1. Role Setup

The role setup in this section applies to the NUMI Exchange web server.
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Use Server Manager to install the File Services and Web Server (11S) roles with the role services shown
in Figure 2: NUMI Exchange Role Services and

Figure 3: NUMI Exchange (I1S).
Figure 2: NUMI Exchange Role Services
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Insiallation Type

Cerver selection

Server Roles

Featurss

Roles

Ll LmNs server A
[] Fax Server
4 [m] File and Storage Services (2 of 12 installed)
FIRLCINFile and iSCSI Services (1 of 11 installed
File Server (Installed)
[ ] BranchCache for Metwork Files
[ | Data Deduplication
[ | DFS Mamespaces
[ ] DFS Replication
[ | File Server Resource Manager
[ | File Server V5SS Agent Service
[ ] iSCSI Target Server
[] iSCSI Target Storage Provider (VDS and V5SS hardwa
[ ] Server for NFS
[ ] Work Folders

Storage Services (Installed)

[ ] Hyper-V
[] Metwork Policy and Access Services
[ Oried s Clesienmn $ Cmmiimnr
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Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles

Server Selection 4 [H] Web Server (II5) (20 ot 43 installed) -
4 [H] Web Server (19 of 34 installed)

Features 4 [H] Common HTTP Features (4 of 6 installed)

Default Document (Installed)
Directory Browsing (Installed)
HTTP Errors (Installed)
Static Content (Installed)
[] HTTP Redirection
[[] WebDAV Publishing
4 [M] Health and Diagnostics (1 of 6 installed)
HTTP Logging (Installed)
[] Custom Logging
[ Logging Tools
] ODEBC Logging
[] Request Monitor
O Tracing
4 [H] Performance (1 of 2 installed)
Static Content Compression (Installed)
[] Dynamic Content Compression
A Security (Installed)
Request Filtering (Installed)
Basic Authentication (Installed)
Centralized 551 Certificate Support (Installed
Client Certificate Mapping Authentication (In
Digest Authentication (Installed)
115 Client Certificate Mapping Authentication
IP and Domain R
URL Authorization (Installed)

Windows Authentication (Installed)

ictions (Installad)

4 [m] Application Development (4 of 11 installad)

[] .NET Extensibility 3.5
MET Extensibility 4.5 (Installed)
[] Application Initialization
[] asp
[] ASP.NET 3.5
ASPMET 4.5 (Installed)
] cal
ISAP| Extensions (Installed)
[+ ISAPI Filters (Installed)
] Server Side Includes
[ WebSocket Protocal

[ FTR Server

7.2. ASP.NET 2.0 AJAX Extensions 1.0 Setup

Install the ASP.NET 2.0 Ajax Extensions 1.0 as detailed in section 8.3, Install MS ASP.NET 2.0 Ajax
Extensions 1.0.
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7.3. MS Web Services Enhancements (WSE) 3.0 Setup
Install MS WSE 3.0 as detailed in section 8.4 Install MS Web Services Enhancements 3.0.

8. Application Server Setup (Windows Server 2019)
8.1. Role Setup

The role setup in this section applies to the NUMI app servers. Use Server Manager to install the File
Services and Web Server (11S) roles with the role services shown in Figure 4: NUMI Role Services and

Figure 5: NUMI Web Services IIS.
Figure 4: NUMI Role Services

eanaaon Tyoe " Roles
Server Selection Ll LAND DErver n

Server Roles [ ] Fax Server

Feztures 4 [m] File and Storage Services (2 of 12 installed)
FIRCIRFile and iSCSI Services (1 of 11 installed

T
m
L
Il
m

[ ] BranchCache for Network Files
[ | Data Deduplication
[ | DFS Mamespaces
[] DFS Replication
[] File Server Resource Manager
[] File Server VS5 Agent Service
[] iSCSI Target Server
[] iSCSI Target Storage Provider (VDS and VSS hardwa
[] Server for NFS
[ ] Work Falders
v| Storage Services (Installed)
[ ] Hyper-V
[] Network Policy and Access Services

i [ | — Y -

|
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Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles

Server selection 4 |H] Web Server (5] (20 ot 43 installed) -
4 [H] Web Server (19 of 34 installed)

Features 4 [E] Common HTTP Features (4 of 6 installed)

Default Document (Installed)
Directory Browsing (Installed)
HTTP Errors (Installed)
Static Content (Installed)
[] HTTP Redirection
[] WebDAV Publishing
4 [®] Health and Diagnostics (1 of 6 installed)
HTTP Logging (Installed)
[] Custom Logging
[] Logging Tools
[] ODBC Logging
[] Request Monitor
] Tracing
4 [®] Performance (1 of 2 installed)
Static Content Compression (Installed)
[] Dynamic Content Compression
4 Security (Installed)
Request Filtering (Installed)
Basic Authentication (Installed)
Centralized 551 Certificate Support (Installed
Client Certificate Mapp!
Digest Authentication (Installed)
115 Client Certificate Mapping Authentication
IP and Domain Restrictions (Installed)
URL Authorization (Installed)

Windows Authentication (Installed)

ing Authentication (In

4 [W] Application Development (4 of 11 installed)

[] .NET Extensibility 3.5
NET Extensibility 4.5 (Installed)
[] Application Initialization
[] asp
[] ASP.MET 3.5
ASP.MET 4.5 (Installed)
O cal
ISAP| Extensions (Installed)
[#] ISAPI Filters (Installed)
[] Server Side Includes
[] WebSocket Protocol

p ] FTP Server

4 (5] v

< | [ | >

8.2. Feature Delegation

Select the main node in IIS, with the server name. Then double click on “Feature Delegation” item.
Change the “Feature Delegation” settings for the server, as shown in Figure 6: 1S Feature Delegation.

Figure 6: IS Feature Delegation
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File  Wiew  Help

D NUMI_1_1 131
& Mt 13 2
i) NUMI_1_1_14_0
B0 NUMI_1_1 150

Q§I VAAUSNUMAPPS81 Home

Filter: - Go - % Shiow &l | Group by:  Area - -
ASP.NET
& . - P ) 3 \
) & 4 =R E; it? d
MET .MET .MET Error .MET MET Trust Application Connection  Machine Key  Pages and Providers
Authorizati...  Compilation Pages Globalization Levels Sektings Skrings Contrals
& =
Session Stake  SMTP E-mail
IIS
:E Y = " I!$
L B 9 ¢ B 2
Authentication Authorization  Compression Default Directory Error Pages Handler HTTP 15APT and CGI  ISAPI Filkers
Rules Docurment Browesing Mappings Respo,., Restrictions
= = P P
= " =] 9= .
b ! = !
T A = 8 0 &
Logging MIME Twpes Modules Qukput Request Server horker
Caching Filtering Certificates Processes

anagement

S

Configuration
Editor

&E Configure the deféult delegation state for features at lower levels in IIS Manager

Make sure all authentication rules are set to Read/Write as shown in

Figure 7: Feature Delegation Selection.
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Figure 7: Feature Delegation Selection

Qg! Feature Delegation

Use this feature to configure the default delegation state for features at lower levels in 1S Manager.
Group by: Mo Greuping -

MName - Delegation

{ .NET Authorization Rules Read/Write
MET Compilation Read/Write
MET Error Pages Read/Write
NET Glebalization Read/Write
JNET Profile Read/Write
.MET Roles Configuration Read/Write
MET Trust Levels Read/Write
MET Users Configuration Read/Write
Application Settings Read/Write
ASP.MNET Impersona_tion Re_ad;"Write
Authentication - Anenymous Read/Write
Authentication - Basic Read/Write
Authentication - Digest Read/Write
Authentication - Forms Read/Write
Authentication - Windows Read/Write

Neam e

Compression Read/Write
Connection Strings Read/Write
Default Document Read/Write
Directery Browsing Read/Write
Error Pages Read/Write
Feature Delegation Read/Write
Handler Mappings Read/Write
HTTP Response Headers Read/Write

IP Address and Domain Restrictions Read Only
ISAPI Filters Read Only
Logging Mot Delegated
Machine Key Read/Write
MIME Types Read,/Write
Mndilar Raad hirita
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8.3. Install MS ASP.Net 2.0 AJAX Extensions 1.0

Installing MS ASP.NET 2.0 Ajax Extensions 1.0 applies to the web serversonly.

1. Download the MS ASP.NET 2.0 Ajax Extensions 1.0 from MS’s website.
2. Runthe ASPAJAXExtSetup.msi by double-clicking it.
3. When the File Download — Security Warning window displays, click the <Run> button (shown
in Figure 8: MS ASP.Net 2.0 File Download-Security Warning Window).

Figure 8: MS ASP.Net 2.0 File Download-Security Warning Window

File Download - Security Warning [ X |

Do you want to run or save this file?

ﬂa! Name: ASPAJAXExtSetup.msi
Type: Windows Installer Package, 1.36 MB
From: vhaannweb2.v11.med.va.gov

Run Save " Cancel

While files from the Internet can be useful, this file type can
!/ potentially harm your computer. |f you do not trust the source, do not
run or save this software. What's the risk?

4. When the Internet Explorer — Security Warning window displays, click the <Run> button
(shown in Figure 9: MS ASP.Net 2.0 Internet Explorer-Security Warning Window).

Figure 9: MS ASP.Net 2.0 Internet Explorer-Security Warning Window
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Internet Explorer - Security Warning |

Do you want to run this software?

j Marne: i
|- Publisher: Microsoft Corporation

¥ | More options Eun

' While Files Fram the Internet can be useful, this file bype can potentially karm
L% vaur camputer, Only run saftware From publishers you krust, What's the risk?

5. When the MS ASP.NET 2.0 AJAX Extensions 1.0 Setup window displays, click the <Next>
button (shown in Figure 10: MS ASP.NET 2.0 AJAX Extensions 1.0 Setup Wizard Window).

Figure 10: MS ASP.NET 2.0 AJAX Extensions 1.0 Setup Wizard Window

{& Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup H= 3 |

Welcome to the Microsoft ASP.NET 2.0
AJAX Extensions 1.0 Setup Wizard

The Setup Wizard will install Microsoft ASP.NET 2.0 AJAX
: Extensions 1.0 on your computer, Click Next to continue or
s Cancel to exit the Setup Wizard.

Cancel ]

Click the “I accept the terms in the License Agreement” checkbox, as illustrated in Figure 11: MS
ASP.NET 2.0 AJAX License Agreement Window.

January 2023
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1. Click the <Next> button.
Figure 11: MS ASP.NET 2.0 AJAX License Agreement Window

i Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= E I

End-User License Agreement
Pleass read the Folawing icense agresment carefully

MICROSOFT SOFTWARE SUPPLEMENT il
LICENSE TERMS

MICROSOFT ASP.NET 2.0 AJAX
EXTENSIONS
Micrasoft Corporation {or based on where you live, one of its affiliates)

licenses this supplement to you, If you are licensed to use Microsoft
\Windows operating system software (the “software™), you may use this  =|

.....................................................................

it | pack [ mex | concel |

2. Click the <Install> button (shown in Figure 12: MS ASP.NET 2.0 AJAX Installation
Window).

Figure 12: MS ASP.NET 2.0 AJAX Installation Window

fi§ Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M=l E3 |

Ready to install Microsoft ASP.NET 2.0 AJAX Extensions 1.0

Click Instal to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel I

3. Theinstallation is complete. Select the <Finish> button by clicking on it to exit the installation
wizard, as depicted in Figure 13: MS ASP.NET 2.0 AJAX Completion window.
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f you do not wish to view the release notes, un-check the “Display MS ASP.NET 2.0 AJAX
Extensions 1.0 Release Notes” checkbox.

Figure 13: MS ASP.NET 2.0 AJAX Completion window

iiél- Microsoft ASP.NET 2.0 AJAY Extensions 1.0 Setup

—————— Completed the Microsoft ASPNET 2.0
AJAK Extensions 1.0 Setup Wizard

Click the Finish butkon to exit the Setup wwizard,

~ Display Micrasaft ASP.MET 2.0 814X Extensions 1.0
Release Mokes

Back

Zancel |

8.4. Install MS Web Services Enhancements 3.0
Installing MS Web Services Enhancements 3.0 applies to the web servers only.

1. Download the MS Web Services Enhancements 3.0 from MS’s website.
2. Runthe MS WSE 3.0.msi by double-clicking it.
3. When the File Download — Security Warning window displays, click the <Run> button (shown
in Figure 14: MS WSE 3.0 File Download-Security Warning Window).

Figure 14: MS WSE 3.0 File Download-Security Warning Window

File Download - Security Warning |

Do you want to run or save this file?

ED! Marne: Micrasaft WSE 3.0.msi
Tupe: ‘Windows Installer Package, 11.4 MB

From: vhaannwebz,v11.med.va.gov

Bun Save

-

potentially harm your computer. If vou do not trust the source, do not
un of save this software. 'What's the nisk?

O Wihile files fram the |ntemet can be useful, this file type can
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4. When the Internet Explorer — Security Warning window displays, click the <Run> button (shown in
Figure 15: MS WSE 3.0 Internet Explorer-Security Warning Window).

HOxo~NoO

January 2023

Figure 15: MS WSE 3.0 Internet Explorer-Security Warning Window

Internet Explorer - Security Warning |

Do you want to run this software?

D Marne: i
| Publisher: Microsoft Corporation

¥ | Mare aptions Run

' While Files Fram the Internet can be useful, this file bype can potentially karm
L% vaur camputer, Only run saftware From publishers you krust, What's the risk?

b. Figure 16: MS WSE 3.0 InstallShield Wizard Welcome Window).

Figure 16: MS WSE 3.0 InstallShield Wizard Welcome Window

{i& Microsoft WSE 3.0 - InstallShield Wizard

Welcome to the InstallShield Wizard for
Microsoft WSE 3.0

The InstalShield(R) Wizard will install Microsoft W3E 3.0 on
wour computer. To conkinue, dick Next.

SWARNING: This program is probected by copyright lave and
international treakies,

Carvcel
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11. Click the “T accept the terms in the license agreement” checkbox, as illustrated in Figure 17: MS
WSE 3.0 License Agreement Window.
12. Click the <Next> button.

Figure 17: MS WSE 3.0 License Agreement Window

|'§-“1icr-:|nsc-lt WSE 3.0 - InstallShield Wizard E |

License Agreenent
Please read the Folowing beense sgreement carefully. Before this software can
be inskalled, the berms of this agresment must be accepbed.

MICROSOFT SOFTWARE LICENSE TERMS E

WEB SERVICES ENHANCEMENTS 3.0 FOR
MICROSOFT.NET SOFTWARE DEVELOPMENT KIT

These lcense terms are an agreement between Microsoft Corporation (or
bazed on where you [ve, one of its affillates) and you, Plesss resd them.
They apply o the software named above, which inCludes the media on which

w1 rereved it if s The terons alen annhe o ane Micreoenft :J

= the berms in the lic i [
I gecept in efr56 Sgrecment —

" 1 donot accept the terms in the license agresment

<pack | Next > concel |

13. Click the <Administrator> radio button, as illustrated in

14,
15. Figure 18: MS WSE 3.0 InstallShield Wizard Window.
16. Click the <Next> button.

Figure 18: MS WSE 3.0 InstallShield Wizard Window
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{i& Microsoft WSE 3.0 - InstallShield Wizard [ X]

Setup Type é'

Choose the setup type that best suks your needs.

Pleass select a setup type:
" Runtime Installs the runtime files only.

5 ————-— Runtime install plus standalone tools. Sukable for a deployment
2 @@E scenario where the tools are needed for configuration,

Adminstrator install plus documentation and samples. Microsoft
- NET Framework SDK 2.0 or Microsoft Visual Studio 2005 are
Developer required to view the documentation. Microsoft Visual Studio 2005 is
required to bulld and run the samples,

¢~ Visual Studio  Developer instal plus Visual Studio Tools. Microsoft Visual Studio
Developer 2005 is required for this installation type.

- Choose which program features you want installed and where they
Custom will be installed, Recommended for advanced users.

< Back | Next > I Cancel |

17. Click the <Install> button (shown in Figure 19: MS WSE 3.0 Installation Window).
Figure 19: MS WSE 3.0 Installation Window

f.‘;‘ Microsoft WSE 3.0 - Installshield Wizard

Ready to Install the Program
The wizard is ready to begin installation.
Chick: Install ko begin the installation.
IF you want bo review or change any of your installstion settings, click Back. Chck Cancel ko
eaik the: wizard.

18. Click the <Finish> button (shown in

19.

20.

21. Figure 20: MS WSE 3.0 Completion Window).
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Figure 20: MS WSE 3.0 Completion Window

[@ Microsoft WSE 3.0 - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Microsoft
WSE 3.0, Chick Finish to exit the wizard,

Installing or Removing the Microsoft WSE 3.0 Runtime
components updates the configuration settings For the
Microsoft JNET Framework. It is recommended that you restart
ASP.MET before using the product.

9. Install SQL Server

Install the MS SQL Server 2019 Database Server software only on the database server, applying both
MS installation instructions and local best practices.

Additional service packs or patches may be installed subsequent to application testing, and in
accordance with local best practices.

All production NUMI databases should be run in Simple Recovery mode, to enable replication to
function, and to maximize the recoverability of the databases. In non-production environments, any
recovery mode is acceptable, and simple recovery mode is encouraged for development and QA testing
environments due to ease of administration.

9.1. Download all SQL Server Patches

Downloading all SQL Server Patches applies to the database server only.

9.2. Restore the Appropriate Databases for the NUMI Application
Restoring the Appropriate Databases for the NUMI Application applies to the database server only.

Follow the instructions in section 4 Instructions for Installing Database Components.
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10.Installing NUMI Exchange on Server 2019

A Before doing this, you must make a backup copy of the web.config file (if this is an upgrade).
Settings may need to be extracted from this in the future.

10.1.Unzip/Install NUMI Exchange Distribution

1. Using Windows Explorer, create the NumiExchange folder on the D drive, if available; otherwise
create on the C drive. E.g., D:\NumiExchange
2. Unzip the NUMI Exchange files into the NumiExchange folder created above.
3. Update the application settings in the NUMI Exchange web.config file, located in the directory
created above. Typically, this would involve updating the database connection string.

10.2.NUMI Exchange Website Configuration

Using 11S Manager, add a new website and select the Secure Socket Layer (SSL) certificate as shown in
Figure 21: Add NUMI Exchange Website.

Figure 21: Add NUMI Exchange Website

Add Web Site E |

Sike name: Application pool;

INumiExchange INumiExchange Select...

—_onkent Direckary
Phwsical path:
ID:'I,NumiExchange'l,NLlMI_Inn:rementEu_SprintZ_Eiuild_E |

Fass-through authentication

Conneckt as... | Test Setkings. ..

— Binding
Tvpe: IP address: Port:
Ihttps j IAII Lnassigned j Iqqa
Hosk name:

551 certificate:
|vABUSHUMWEESL aac. dva.va.gov | view... |

[T Start web site immediately

(04 Zancel
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The NUMI website basic and advanced settings are shown in Figure 23:

and

Figure 22: NUMI Exchange Website

@C‘ |e > VAAUSNUMWEB42 » Sites » NumiExchange »

!m x| 3 |@—

File View Help

€- |7 |8

5 Start Page
=] 03 VAAUSNUMWEB42 (YHAMASTERY;
;’ Application Pools
=[] Sites
&) Default Web Site
& Mpws1 2
=¥ riumiExchange

0 NumiExchange Home

Filter: Go - ;LJ Show All | Group by:  Area @ X
ASP.NET A
=0 \J i ‘ ‘“.“f— L \
2 & 4 O F ®
NET JMET JMNET Error NET JMET Profile  .NET Roles
Authorizati...  Compilation Pages Globalization
9 é 2 = ab) ;l? [?V:
LE] @ = 4 e
JNET Trust MET Users Application Connection  Machine Key Pages and
Levels Settings Strings Controls
g & [
95 =
Providers  Session State  SMTP E-mail =
11s
s —
= o ._,| 9 E =
ASP Authentication CGI Compression Default Directory
Document Browsing
' =i & i =l BT |

< | »

Ready

[ = | Features View |/ - Content View

421 Explore
Edit Permissions. ..

Edit Site
Bindings...

B

Basic Settings. ..

View Applications
View Virtual Directories

Manage Web Site C)
< Restart
P Start

@ stop

Brnws;\'leb Site
[@] Browse *:443 (https)

Advan;:l Settings...

Configure

Limits. ..

@ Help

Online Help

4.

Figure 24: NUMI Advanced Settings.
Figure 23: NUMI Exchange Basic Settings
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Edit Site |
Site name; application pool:

INumiExchange Select. .. |

Pheysical path:

ID:'l,r'-.lumiExn:hange'l,NLIMI_Inu:rementEu_Sprint2_Bui|u:|_2 |

Pass-through authentication

Connect as... Tesk Sekkings...

Ik I Zancel

Figure 24: NUMI Advanced Settings

Advanced Settings EE

= {General)

Application Pool MumiExchange

Bindings hkbps:*i443:

I 2

NomExchange

Phyysical Path D:\NumiExchangeNUMI_Increments_SprintZ_Build_2013042

Physical Path Credentials

Physical Path Credentials Logon Type ClearText

Start Automatically True
E Behavior
Connection Limits

Enabled Prokocols htkp
Name
[name] & unigue name Faor the sike.

The NUMI Exchange web site bindings are shown in Figure 25: NUMI Exchange Bindings.
Figure 25: NUMI Exchange Bindings
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Site Bindings

Tvpe | Host Mame | Pork | IP Address | Binding Informakion | add...
https 443 *

Edit. ..
Remoyve

Browse

aliii

Close

The NUMI Exchange web site authentication settings are shown in Figure 26: NUMI Exchange Authentication
Settings.

Figure 26: NUMI Exchange Authentication Settings

'!Elnternet Information Services (II15) Manager M=
@ &5 [ @ » vAALUSNUMWEE4Z » Stes b NumiExchange b |« @ -
File  Wiew Help
Gt tion pawes ]
€- | |8 @ @ Help
&5 Start Page orline Hel
i~ ; ) . p
565 VAAUSHUMWEEAZ (vHamasT| | TP By: ho Grouping
t:’ Application Pools Mame | Status | Response Type |
(@] Sites Anonymous Authentication Enabled
% Default Web Sike ASPMET Impersonation Disablzd
& mowst 2 Forms Authentication Disabled HTTP 302 Login/Redirect
& NumExchange windaws Authentication Disabled HTTP 401 Challenge
Configuration: 'NumiExchange' web.config G_EL:;

The NUMI Exchange website SSL settings are shown in
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Figure 27: NUMI Exchange SSL Settings.
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“'-'E Internet Information Services (IIS) Manager M= E3

@g’ [@ b VAALSMUMWEE4Z b Sites b MumiExchange ]s’n o @ -

File  Wiew Help

Comections Cactions
e SSL Settings

e,' }i‘i | tal | &, =/ Apply
oW Start Page _ ) ) ] o S Cancel
Elqj VAALSHUMWEE4Z (VHAMAST This page lets wou modify the 351 settings for the content of a Web site or application,

¥ Application Pools V' Require 5L ® Help

i l. i Crline Help
Defaul weh Site Client certificates:
- MDWS1_2 & Ignore
&) HumiExchange 7 Accept
' Require

< | » .- - Content Yiev

Configuration: 'localhost’ applicationHaost.config , <location path="MumiExchange"=

aﬂ.:i

10.2.1. Application Pool Configuration

The NUMI Exchange application pool setup is shown in Figure 28: Application Pool Window.
Figure 28: Application Pool Window

(Comections @3 Application Pools Actons

Q- & & & Add Application Pool...
i gﬂ Start Page This page lets you view and manage the list of application pools on the server. Set Ap a0
a- j VAAUSNUMAPPA20 (AACKva Application pools are associated with worker processes, contain one or more

Dl L Application Pool Tasks
-zt Application Pools applications, and provide isolation among different applications, b Start
4-[@| Sites i
b 4% Default Weh Site Filter - Go -~ % Show All | Group by: = B Stop
4 2 NumiExchange Name * Status  .NET CLRV.. Managed Pipel... Identity * Recycle.
I | aspnet_client L5} NET w5 Started w0 Integrated ApplicationPooll Edit Application Pool
b1 bin L} NET v4.5 Classic  Started  v4.0 Classic ApplicationPooll | | [Z] Basic Settings...
;;‘Defaultnpppool Started vd.0 Integrated ApplicationPooll Recycling...
i=fNumiExchange  Started w0 Integrated ApplicationPooll Advanced Settings...
Rename
X Remove
View Applications
@ Help
<] [ >

The NUMI Exchange application pool basic settings are shown in Figure 29: NUMI Exchange
Application Pool Basic Settings.
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Figure 29: NUMI Exchange Application Pool Basic Settings

Mame:

|NumiE1(change

MET CLR verzion:
| MET CLR Version v4.0.30319

Managed pipeline mode:

| Integrated W |

[+] Start application pool immediately

‘ 0K

The NUMI Exchange application pool advanced settings are shown in Figure 30: NUMI Exchange Pool
Advanced Settings.

Figure 30: NUMI Exchange Pool Advanced Settings

4 (General) ~
MET CLR Versicn vd0
Enable 32-Bit Applications False
Managed Pipeline Made Integrated
MName MNumiExchange =
Queue Length 1000
Start Mode OnDemand
4 CPU
Limnit (percent) 0
Limit Action MNoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204967295
Processor Affinity Mask (64-bit option) 42040967295
4 Process Model
Pl Generate Process Model Event Lag Entry
Idle Time-out Reached True
|dentity ApplicationPoolldentity
ldle Time-out (minutes) 20 hd
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Idle Time-out Action Terminate ~

Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconds) 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) 50

4 Process Orphaning
Enabled False
Executable

Executable Parameters
4 Rapid-Fail Protection

"Service Unavailable" Response Type HttpLevel

Enabled True

Failure Interval (minutes) 5

Maximum Failures 5

Shutdown Executable

Shutdown Executable Parameters -
4 Recycling

Disable Overlapped Recycle False

Disable Recycling for Cenfiguration Chang False
I: Generate Recycle Event Log Entry

Private Memary Limit (KB) 0
Regular Time Interval (minutes) 1740 =
Request Limit ]
[: Specific Times TimeSpan[] Array
Virtual Memaory Limit (KB) 0

11.Installing NUMI on Server 2019

11.1.Software Copy Instructions

Right click on the zip file, select the “Unblock”if active, and select O.K. Some security schemes will
block certain files from being unpacked, typically the Java files under the “web” directory. Setting the
file to Unblock eliminates this problem.

Figure 31: Unblocking Restricted Files in Installation ZIP File

Help
Folders | [T+ General |Se:uui|y| Summary
W
[lil! INUMLMaU’LT 1.15.0_Buid_20121019.1 zip
Name =

(£ NUMI_Main_1.1.15.0_Build_20121019.1.2ip
Type of file: Compressed (zipped) Folder

Opens with:  |%] Compressed [zipped] F Change..

Location: CATemp

Sizer 188 MB (13817151 bytes)
Size ondisk:  18.9 MB (19,820,544 bytes)

Created: “Yesterday, October 22, 2012, 5:41:45 AM
Modified: Yesterday, October 22, 2012, 9:41:48 &M
Accessed: Today, October 23, 2012, 3:11:24 AM

Atrbutes: [~ Beadonli [~ Hidden Advanced...

Securi: This file came from anather M|
computer and might be blocked ta -

help pratect this computer
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It is recommended that NUMI be installed in the D:\NUM I folder. Using Windows Explorer, create a
NUMI folder in D drive, if available, otherwise create in C drive. E.g., D:\NUMI.

Unzip the NumiWebApp folder from the NUMI distribution zip file into the D:\NUMI folder. Rename
the NumiWebApp folder using the build name of the distribution zip file.

11.2.NUMI Web Site Configuration

Using IS Manager, add a new web site as shown in Figure 32: Add NUMI Website.
Figure 32: Add NUMI Website

Add Web site 7| |
Sike narne: Application pool:
INLIMI INLIMI Select. ..

— _onktent Direckary

Phwsical path:

ID:'I,NLIMI'I,::install_-:Iirrn |

Pass-through authentication

onneck as... | Tesk Setkings...

— Binding
Tvpe: IP address: Part:
http j IF'.II Unassigned j IE;D
Host name:

Exarmple: www, contoso.com or marketing. contoso, conm

™ Start Wweb site immediakely

Ik I iZancel

The NUMI web site basic and advanced settings are shown in Figure 33: NUMI Basic Settings and
Figure 34: NUMI Advanced Settings.
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Figure 33: NUMI Basic Settings

Raesee  HEE|

Sike name: Application pool:
|NLIMI |NLIMI Select. ..

Physical path:
ID:'I,NLIMI'I,{instaII_n:Iir:b »

Pass-through authentication

Conneck as. .. Test Settings. ..

(0]'4 Zancel

Figure 34: NUMI Advanced Settings

Advanced Settings 7 x|
H {General)
Application Pool MNUMI
Bindings httpe*:1113z2:, hitps:*:5132;
j(n] 4
Tame MUMI Prod_1 1 13 2
Physical Path D:\NUMI, <install _dir>

Pheysical Path Credentials
Physical Path Credentials Logon Tvpe  ClearText

Skart Aukomatically True
E Behavior
Zonnection Limiks

Enabled Protocols http

Failed Request Tracing

Application Pool
[applicationPool] Configures this application ko run in the specified application poal.

(874 Cancel |

4
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The NUMI web site bindings are shown in Figure 35: NUMI Bindings.
Figure 35: NUMI Bindings

Site Bindings 2

Type | Hosk Mame | Port | IP Address | Binding Information | Gdd. .
http &0 *
https 443 * Edit. ..
net.kc ang.*

.|:| Bemoye
nek. pipe *
nek.m. .. localhost Browse
msmdq... localhiosk

Close

The NUMI web site authentication settings are shown in Figure 36: NUMI Authentication Settings.
Make sure Forms Authentication is the only one enabled.

Figure 36: NUMI Authentication Settings

e Internet Information Services (I1S) Manager = | = -
@ | € » VAAUSVAEAPPED » Sites » NUMI-SSO » | T B [.:. 2
File  View Help
Connections . . Actions
Q.- # |8 @ Authentication @ Help
- Hj Start Page Group by: No Grouping .
-85 VAAUSVAEAPPED (DVA\vacopottupl) <
12} Application Pools Mame Status Response Type
4B Sites Anonymous Authentication Disabled
;-@ Default Web Site ASP.NET Impersonation Disabled
D@ NUMI1432 Basic Authentication Disabled HTTP 401 Challenge
p@ MNUMIT5.0 Digest Authentication Disabled HTTP 401 Challenge
p@ MNUMI-SCR-14.5.1 : Forms Authentication Enabled HTTP 302 Login/Redirect
b@ MUMI-SCR-Pre-Iteration-|Il Windows Authentication Disabled HTTP 401 Challenge
4 NUMI-S50
b -1 bin
p-1 €SS
b - ErrerHandling
b -5 Images
b~ Includes
b0 Inpatient
b lib
b0 Scripts
|>_._ siteminderagent
|> | src
B[] Web
. - Content View
Configuration: 'NUMI-550" web.config ‘53
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The NUMI website SSL settings are shown in Figure 37: NUMI SSL Settings.
Figure 37: NUMI SSL Settings

""-E Internet Information Services (I15) Manager M=l EE
@ & [ € v VABUSNUMARPZZ » Sikes b HUMI b % - @ -
Fle Wiew Help
_- 1 g 55L Settings _
@- |7 |8 0 g S/ Apply
--'&5 Start Page ) ) ) ) - =¢ Cancel
Elaf] YAAUSHUMAPPZZ (VHAMASTER This page leks you modify the 551 settings For the content of a Web site or application, -
é:* Application Pools V¥ Reguire SSL @ Help
=& Sites Client cartificat Online Help
‘5 UM ient certificates:
& Ignore
e Accepk
" Require
“| | » EFeatures View |2 Content Wiew
Configuration: 'localhost’ applicationHost config , <location path="MUMI" = e_—:l:;

The NUMI web site compression settings are shown in Figure 38: NUMI Compression Settings.
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Figure 38: NUMI Compression Settings
"'-!E Internet Information Services (IIS) Manager M=

& - e -

@.,; 3 [G&j ¥ VABLUSNUMARF2Z b Sites b NUMI b

Eile  Yiew Help

&_' ; | vl |$, @ comprES5|0n @ Use of dynarnic compression
-~ 'le] Start Page may incresse processor
Hy = Use this feature bo configure settings for compression of responses, This can improve the utiization and reduce the
= —-:-| \-'%AUSN.UM.\?.F‘P22 (VHAMASTER perceived performance of a Web site greatly reduce bandwidth-related charges, overall performance of the
L= Application Pools SEFYEr,
= %%&;UMI ¥ Enatle dynaniic content compression @ The dynamic content
[#]- ) ) compression module is nok
¥ Enatle static conkent compression inskalled,
S/ Apply
= Cancel
'@' Help
Online Help
4] | » . = Content Yiew
Configuration: 'MUMI' web, config 3_5]_:5
11.3.Application Pool Configuration
The NUMI application pool setup is shown in Figure 39: Application Pool Window.
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Figure 39: Application Pool Window

"-'Elnternet Information Services (IIS) Manager

=]
@ © [ ) v VAAUSNUMAPPZZ b Application Pocls & - @ -
File:  Wew Help
_. 1 E | lication Pools _
€¢- | tdl| |5’ % App 4=, Add Application Podl...
.5 Start Page i
E| _E_j V.C\F\USNgLIMAPPZZ (VHAMASTER This page lets wou view and manage the list of application pools on the server, Application pools are £t Apphcatlion FaalEe i
=, oy associated with worker processes, contain one or more applications, and provide isolation amaong .;@. Help
" Application Pools different applications. =
E-[a] Sites — Online Help
@ MUMI Filter: - G0 - \giShaw Al | Group by Mo Grouping i
Mame = | Skatus | .MET Frame. .. | Managed Pipeli. .. | Identit: | Applic
,;?ASP.NET v4,0 Started w0 Integrated ApplicationPoolIden... 0
LFasP NET v4.0Cl., Started w40 Classic ApplicationPoollden.., 0
E::?Classic WMET App...  Started w2.0 Classic ApplicationPoolIden.., 0
,%:?DefaultnppPonl Started ¥2.0 Integrated ApplicationPoolIden... 0
é:?NUMI Started w20 Classic ApplicationPoolIden... 1
4| i
Ready G_EI.:E

The NUMI application pool basic settings are shown in Figure 40: NUMI Application Pool Basic
Settings.

Figure 40: NUMI Application Pool Basic Settings
Marne:
| X0
.MET Framework version:
MET Framework v2,0,50727 |

Managed pipelinge mode:
Zlassic j

v Start application pool immediakely:

oK, I Cancel

The NUMI application pool advanced settings are shown in
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Figure 41: NUMI Application Pool Advanced Settings.

12.Install CA SiteMinder Web Agent for Single Sign On

Figure 41: NUMI Application Pool Advanced Settings

GD

.MET Frame rs fan
Enzble 32-Bit Applications
Managed Pipline Mode
Mame
uewe Length
Start Automatically

El CPU
limit
limit Action

limit Interval (mimites)
Processor Affinity Enabled
Processor Affinity Mask
El Procass Model
Identity
Idle Time-out (minutes)
load Usar Profile
Maximum Woarker Processes
Fing Enabled
Ping Maximum Response Time (seconds)
Ping Peiod (seconds)
Shutdown Timelimit (seconds)
Sartup Time limit (seconds)
El Procass Orphaning
Enabled
Exzcutabls
Executable Parameters
Rapid-FeilProtection
"ServiceUnavailsble” Response Type
Ensblad
Failurz Interval(minutes)
Maximum Failures
Shutdown Executable
Shutdown Executsble Parameters
El Regycling
Disabtle verdzpped Recycle
Disable Recycling for Configuration Changes
|IB Generste RecycleEvent loq Entry
Private Memery Limit (KB)
Regulsr Timelnterval({minutes)
Reguest limit
IB Zpecific Times
VimmzdMemory Limit (KB)

E

V2. |
Fals=

Clazzic

NUIEI

1000

True

L]

NoAction

3

Fals=
4294967295

ApplicationPoolldentity
20
True

True
20
30
20
20

Falze

Hitplawel
True

Falze
False

L]

120

L]

TimeSpan[] Array
L]

.NET Framework WVersion

[managedRuntimeYersion] Configures the application poolto load a specific version ofthe NET
Framework. Selecting "No Managed Code” willkcause sllASP NET reguests to fail.

(SSO) on the Web server
The CA SiteMinder Web Agent needs to be installed and configured onthe WebServer where the NUMI
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web application will be setup. The VA Identity and Access Management (IAM) Team provides the
software and instructions to install the CA SiteMinder Web Agent.

12.1.Agent location

The current version of software can be found below:
\\vaausfpciamsh6l.vha.med.va.gov\Partners Share\CA SiteMinder WebAgents\Windows\Cu
rrent

Copy the 32-bit or 64-bit version of the zip file as appropriate based on the OS in the server and extracts
it. You will get a file with name ‘ca-wa-12.51-cr08-win32.exe’ in case of 32-bit and ‘ca-wa-12.51-cr08-
win64-64.exe’ in case of 64-bit.

12.2.Agent installation
Follow the instructions below to install the software on the application server:

1. Runthe exe file you obtained after extracting the zip file. If you get a dialog as shown in Figure 42
click on ‘run’ button.

Figure 42: Security Warning
[ Open File - Security Warning L&J

The publisher could not be verified. Are you sure you want to
run this software?

E Mame: ..\Downloads\CA"\ca-wa-12.51-cr08-winG4d-64.exe
Publisher: Unknown Publisher
Type: Application
From: C\Users\vacopottup\Downloads\CA\ca-wa-12.5...

Run ] [ Cancel

K | This file does not have a valid digital signature that verfies its
Q publisher. You should only run software from publishers you trust.
L4 How can | decide what software to un?

2. Wait for the dialog shown in Figure 43 to close. It may take little longer for the next dialog to
show up.

Figure 43: Preparing to install dialog

InstallAnywhere

4, Installtsnwwhere is preparing to install...
—

Cancel

[C) 2014 Flexera Software LLC

3. Click on ‘next’ in the dialog shown in Figure 44.
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Figure 44: Web agent install wizard - Welcome screen

InstallAmawhere

CA SiteMinder Web Agent |;l£-

Introduction

The Install Wizard will guide you through the installation of CA
Siteminder YWeb Agent.

Itis strongly recommended that vou quit all programs hefare
cantinding with this installation.

Clirk the ket hittnn tnonrneeed tnthe nevt erreen fwniweant tn

Cancel

Previous MNext

4. Scroll through to the bottom of the license agreement, acceptitand click ‘Next’ button (as shown

in Figure 45).

Figure 45: Web agent install wizard - License agreement screen

InstallAmawhere

CA SiteMinder Web Agent |;l£-

License Agreement

Installation and use of CA SiteMinder Web Agent requires
acceptance of the following License Agreement:
Ch, Inc. ("CL")

End User License Agreement (the "Agreement™) for
the CA software product that is being installed as
well as the asscciated documentation and any SDE,
a3 defined below, included within the product ("the
Product™) .

Carefully read the following terms and conditions
regarding your use of the Product before installing
and using the Product. Throughout this Agreement,
you will ke referred toc as "You" or "Licensee."

| accept the terms of the Licenze Agreement

(@) §do NOT acoept the terms of the License Agreemeni

Cancel

5. Leave the default location of installation (as shown in Figure 46) and click ‘Next’.
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6. Review the summary screen and click on ‘Install’ button (as shown in Figure 47).

Figure 46: Web agent install wizard - Install location screen

InstallAmawhere

CA SiteMinder Web Agent |;l£-

Choose Install Location

Specify a location for the Web Agent. Ifthe path does not contains
the word "webagent,” the installation program will create a folder
called "webagent” and appends itto the end of your path.

Where would you like to install?
C:\Program Files\CAYwebagent

Restore Default Folder || Choose...

Cancel

| Previous | [ MNexdt

Figure 47: Web agent install wizard - Review screen

|

CA SiteMinder Web Agent |;l£-

Pre-Installation Summary

Installdnywhere

Please Review the Following Before Continuing:

Product Name: ~
CA SiteMinder Web Agent

Shortcut Folder:

C:
\WserswacopotiupO\AppData\Roaming'\MicrosoftWindows
Menu\Programs\CA\SiteMinder

Install Folder:
C\Program Files\CAwebagentwing4

Disk Space Information (for Installation
Target):

Required: 425,306,140 Bytes

Available: 60,798,992, 384 Bytes v
L4 1] >

Cancel

| Previous || Install |

7. Select ‘No. I would like to configure the Agent later’ option in the agent configuration
screen as shown in Figure 48 and click ‘Next’.
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Figure 48: Web agent install wizard - Agent configuration screen

InstallAnnwhere

Cancel

CA SiteMinder Web Agent [= [ o S|

Web Agent Configuration

You can either configure the Web Agent now or later. The Agent |~
Configuration Wizard is located at C:\Program
Files\CAwebagentwinGd\install_config_info diractory.

Caution: For an Agent on an lIS Web server, select Mo. ~

O Yes. lwould like to configure the Agent now.

® No. | would like to configure the Agent later.

For a'eh Agent on an 1S Weh server:

1. Rehootthe machine; it is not sufficientto restart the 1S
Senice,

7 Cinmnlete the nrarannisites for 1S Wieh Sener hefore

Previous

8. Selectone of the options in the Install Complete screen as shown in Figure 49 and click on ‘Done’

button. A restart is required to continue with the agent configuration steps described in the next
section. If you selected ‘No’ you would need to wait until the server is restarted to continue with

next steps.

Figure 49: Web agent install wizard - Install complete screen

CA SiteMinder Web Agent |;l£-

Install Complete

Congratulations! CA SiteMinder Web Agent has been successfully ins
C:\Program Files\CAwebagentiwinG4

Run the Web Agent Configuration Wizard (ca-wa-config.exe) to finish ¢
The Wizard can be found at C:\Program Files\CAwebagentiwinG4linsi

Press "Done” to exit the installer.

< 1] >

You should restart the system to complete the installation.
(®) Yes, restart my system,

() Mo, T will restart my system myself.

InstallAmawhere

Cancel

Previous || Done
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12.3.Agent configuration

The next steps require you to launch the agent configuration wizard from the start menu. The Figure 50
shows the one that would need to be launched.

Figure 50: Launch Web Agent Configuration Wizard

Search

Everywhere

Neb Agent Configuration leard E

4| Uninstz

g = Automation
Py Web Agent Configuration Wizard

Configuration Tool

"
e Stop CA Configuration

Autom: Agent
Intemet Explorer

ﬂ Start CA Configuration
Automation Agent

i) Run Advertised Programs

i _Program Download Monitor

If you were configuring the agent for the first time on this specific server, you would need to register the
host with the IAM server. In that case, follow the instructions in Section 12.3.1.

Otherwise, skip to Section 12.3.2. Launch the Web Agent Configuration Wizard as described in Figure
50 and continue with the steps in that section.

After you complete any of these configuration steps, youwould need to reset 11S by running the
following command at admin command prompt:

iisreset

NOTE: You may need to use different values for various options in the below steps if IAM team has
provided different values.

12.3.1. Configuringforthe first time

NOTE: The steps below are if you want to register the server with IAM. This can only be done once. If
for any reason you need to reconfigure the whole server, youwould need to contact the IAM Team to
get the current server registration deleted before you can re-run these steps.

1. Select‘ves, I would like to do Host Registration now’ and click ‘Next’ in the dialogas
shown in Figure 51.
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Figure 51: Web agent configuration wizard - Host registration

Installarpwhere

Cancel

CA SiteMinder Web Agent \;li-

Host Registration

Select Yes'to register this Agent with the Palicy Server.

Select'Mo’ to register later.

® Yes, | would like to do Host Registration now.

) Mo, | would like to do Host Registration later.

Previous

2. Enterthe following details in the Admin Registration screen (Figure 52), ensure ‘Enable Shared
Secret Rollover’ isunchecked and click ‘Next’ button.

Admin User Name: threg

Admin Password: <will be provided>
Figure 52: Web agent configuration wizard - Admin credentials

January 2023

CA SiteMinder Web Agent [= [ o S|

Admin Registration

Enter the name and password of an administrator who has the right to
register trusted hosts with the Policy Server.

This entry must match the name of an administrator defined in the Policy
Server.

Admin User Name threg
Admin Password sessene
Confirm Admin Password| seseese|

[] Enable Shared Secret Rollover

Installamawhers

Cancel

| Previous | | Nest
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3. Enter the FQDN of the server you are currently configuring in the ‘Trusted Host Name’ box and
one of values from Table 3 based on which IAM environment you are trying to connect to for
‘Host Configuration Object’inthe nextdialogasshown in

4. Figure 53.
Table 3: IAM Host Configuration Object

Environment | Host Configuration Object

DEV DEVHCO

SQA SQAHCO

Preprod Preprod ext

PROD PROD_external HCO

Figure 53: Web agent configuration wizard - Host name and configuration object

CA SiteMinder Web Agent [= [

Trusted Host Name and Configuration Object

Specify the name of the host you want to register with the Policy Server.

Enter the name of the host configuration object. The name must match
a host configuration object name already defined on the Policy Server.

Trusted Host Name vaausvaewebd0.aac.dva.va.gov

Host Configuration Object| SQAHCO|

InstallAmywhere

| Previous | | Mext |

5. Add the three IP Address of Policy Server one ata time in the ‘TP Address’ box from Table 4
based on the IAM environment you are trying to connect to and click ‘Next’ in the dialog as
shown in the Figure 54.

Table 4: SiteMinder Policy Server IP Address

Environment | SiteMinder Policy Server IP Address

10.227.211.211
DEV 10.227.211.212
10.227.211.213
10.227.238.46
SQA 10.227.238.47
10.227.238.48
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Environment | SiteMinder Policy Server IP Address

10.244.91.18

Preprod 10.244.91.20

10.244.91.21

10.244.90.18

PROD 10.244.90.20

10.244.90.21

Figure 54: Web agent configuration wizard - Policy server IP Address

= CA SiteMinder Web Agent

= [

Policy Server IP Address

Faor example:

2001:db&::1428:57ab

Paolicy Server is behind a firewall.

111.12.12.2.1234 or myserver. 1234 (IPv4)
[2001:db8::1428:57ab): 1234 (IPv6) or [2001:db8::1428:57ab] or

MNOTE: Include the port number in the IP address only if your

)

IP Address

10.227.238.46
10.227.238.47
10.227.238.48

InstallAmywhere

Cancel

| Previous | | nNet |

6. Select ‘FIPS Only Mode’ in the next screen as shown in Figure 55 and click ‘Next’.

Figure 55: Web agent configuration wizard - FIPS mode setting
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CA SiteMinder Web Agent |;|£-

FIPS Mode Setting

The use of FIPS-compliant algorithms is optionalIf your organization
does not require the use of FIPS-compliant algorithms, leave FIPS
Compatibility Mode selected.If they are required, select either FIPS
Migration Mode or FIPS Only Mode. For more information about selecting
the appropriate mode, see the Web Agent Installation Guide.

O FIPS Compatibility Mode
) FIPS Migration Mode

Installampwhere

Cancel

| Previous | | Mext |

7. Leave everything default in the next screen as shown in Figure 56 and click ‘Next’

8. Selectthe web server on which NUMI was installed and click ‘Next’. Usually only one will be

Figure 56: Web agent configuration wizard - Configuration file location

InstallAmywhere

Cancel

CA SiteMinder Web Agent M

Host Configuration file location

Enter a file name and location to store Host Configuration information or

accept the default location C:\Program Files\CAwebagentwing4\config
and filename SmHost.conf.

File name SmHost. conf

Select a location | C:\Program Files\CAwebagent\wing4\config

Restore Default | | Choose..

| Previous | L Next |

listed in this dialog as shown in Figure 57.

January 2023

Figure 57: Web agent configuration wizard - Web server
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CA SiteMinder Web Agent |;l£-

Select Web Server(s)

Select which web server(s) you wish to configure as Web Agent(s).
Unselect a web server to unconfigure that web server. To
preserve a web server, do not unselect that web server.

InstallAnnwhere

| Previous | | Mext |

9. Enter ‘NUMIAgentConfig’ in ‘Default Agent Configuration Object,’ check ‘Enable
Agent’ and uncheck ‘Manage Application Pools’ in the nextscreen as shown in Figure 58 and
click ‘Next’.

Figure 58: Web agent configuration wizard - Agent configuration
CA SiteMinder Web Agent - | o[

Default Agent Configuration Object

Enter the name of the ACO that defines the default configuration of the
Web Agentin Palicy Server for Microsoft 1S Server. To support
independent agent configurations for application pools, select Manage
Application Pools.

Default Agent Configuration Object| NUMIAgentConfig|

Enable Agent

[[] Manage Application Pools

InstallAnywhere

| Previous | | MNext |

10. Select the NUMI website and any other sites where you want to enable SSO on and click ‘Next’.

Figure 59: Web agent configuration wizard - Sites selection
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CA SiteMinder Web Agent =E |

Select Virtual Site(s)

Select virtual sites(s) to be configured. Already configured sites
can be unconfigured, reconfigured and preserved in the next step.

[] Select A
[] Defauit Web Site
[ Numi

InstallAnywhere

| Previous | [ Next |

11. Review the options you selected in the summary screen as shown in Figure 60 and click on
‘Install’button.

Figure 60: Web agent configuration wizard - Summary screen

o) CA SiteMinder Web Agent \;li-

Web Server Configuration Summary

Please confirm the configuration selection. Acceptthe
configuration and press ‘Install’ to continue. To change one or
maore settings, press Previous'.

Configure the following webserver(s): ~
IS Server:
Microsoft 115 8.0
Agent Configuration Qbject: MUMIAgentConfig
3501 Authentication type: X509 Client Certificate

Selected Sites:
Manage Application Pool: NO
Mumi (Configure)

InstallAnywhere

Cancel | Previous | [ Instan

12. Click on ‘Done’ when you see the completion screen as shown in Figure 61.

Figure 61: Web agent configuration wizard - Completion screen
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CA SiteMinder Web Agent \;‘i-

Configuration Complete

Congratulations! CA SiteMinder Web Agent Configuration has been
successfully configured.

Click "Done™ to exit.

InstallAnywhere

Cancel Previous Dane

12.3.2. Reconfiguration configuration

NOTE: The steps below are if you want to reconfigure one or more websites in 11S due to say re-
deployment. The server should have already been registered with IAM using the steps in Section 12.3.1.

1. Select‘No, I would like to do Host Registration later’ and click ‘Next’in the dialogas
shown in Figure 62.

Figure 62: Web agent configuration wizard - Host registration

= CA SiteMinder Web Agent \;‘i-

Host Registration

Select Yes'to register this Agent with the Palicy Server.

Select'Mo’ to register later.

() Yes, | would like to do Host Registration now.

® Mo, | would like to do Host Registration |ater!

Warning: You have already registered this Agentwith a Policy Server.

InstallAmywhere

Cancel Previous MNext
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2. Selectthe web server on which NUMI was installed and click ‘Next’. Usually only one will be
listed in this dialog as shown in Figure 63.

Figure 63: Web agent configuration wizard - Web server

= CA SiteMinder Web Agent |;|£-

Select Web Server(s)

Select which web server(s) you wish to configure as Web Agent(s).
Unselect aweb server to unconfigure that web server. To
preserve a web server, do notunselectthat web server.

Install&nywhers

| Previous || Mext |

3. Enter ‘NUMIAgentConfig’ in ‘Default Agent Configuration Object’if notalready entered,
check ‘Enable Agent’ anduncheck ‘Manage Application Pools’ in the nextscreen as shown
in Figure 64 and click ‘Next’.

Figure 64: Web agent configuration wizard - Agent configuration

= CA SiteMinder Web Agent [= [ = S|

Default Agent Configuration Object

Enter the name of the ACO that defines the default configuration of the
Web Agentin Policy Server for Microsoft 1S Server. To support
independent agent configurations for application pools, select Manage
Application Pools.

Default Agent Configuration Object NUMIAgenb:onﬁg|

Enable Agent

[ Manage Application Pools

Installarpwhere

Previous | |  Next

January 2023 NUMI Server Setup Guidev.1.1.15.11 55



4. Selectthe NUMI website and any other sites where you want to enable SSO on and click ‘Next’.
The sites that were previously configured will remain selected and cannot be changed
(unconfigured) as shownin

5. Figure 65.

Figure 65: Web agent configuration wizard - Sites selection

= CA SiteMinder Web Agent [= o S|

Select Virtual Site(s)

Selectvirtual sites(s) to be configured. Already configured sites
can be unconfigured, reconfigured and preserved in the next step.

[[] select all
[[] Default Web Site
MUMI15.0
MNUMI-S50
InstallAnywhere
[ prevons | [T

6. Review the options you selected in the summary screen as shown in Figure 66 and click on
‘Install’ button.

Figure 66: Web agent configuration wizard - Summary screen

CA SiteMinder Web Agent [= [ = |

Web Server Configuration Summary

Please confirm the configuration selection. Acceptthe
configuration and press Install’ to continue. To change one or
more settings, press ‘Previous’.

Configure the following webserver(s): ~
IS Server:
Microsoft 115 8.0
Agent Configuration Qbject: NUMIAgentConfig
S5L Authentication type: X509 Client Certificate

Selected Sites:
Manage Application Pool: NO
Mumi (Configure)

Installarpwhere

Cancel | Previous || Install  §

7. Inthe screen shown in Figure 67, select appropriate option for the site you are trying to
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reconfigure and click ‘Next’.

‘overwrite’ will overwrite the previously configured settings with the new one entered in the
previous steps of this wizard. ‘Preserve’ will not change any existing settings but will add

missing settings back in to the site. If ‘Unconfigure’ is selected it will remove and disable SSO

for the selected site.

Figure 67: Web agent configuration wizard - Previously configured sites

InstallAmywhere

CA SiteMinder Web Agent

= [

Select Virtual Site(s) to Overwrite/Preserve/Unconfigure

The following Virtual Site(s) have been previously configured.
Select appropriate action for already configured virtual Site(s).

() Overwrite (®) Preserve () Unconfigure  MUMI15.0

() Preserve () Unconfigure  NUMI-SS0

| Previous | |

Next

8. Review the options you selected in the summary screen as shown in Figure 68 and click on

‘Install’button.
January 2023
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Figure 68: Web agent configuration wizard - Summary screen

= CA SiteMinder Web Agent \;li-

Web Server Configuration Summary

Please confirm the configuration selection. Acceptthe
configuration and press ‘Install’ to continue. To change one or
more seftings, press "Previous”.

Configure the following webserver(s): ~
IS Server:
Microsoft 115 8.0
Agent Configuration Qbject: MUMIAgentConfig
3501 Authentication type: X509 Client Certificate

Selected Sites:
Manage Application Pool: NO
MNUMI15.0 (Preserve)
NUMI-SS0 (Overwrite) v

InstallAmpwhere

Cancel | Previous | [ Instan

9. Click on ‘pone’ when you see the completion screen as shown in Figure 69.

Figure 69: Web agent configuration wizard - Completion screen

CA SiteMinder Web Agent [= [

Configuration Complete

Congratulations! CA SiteMinder Web Agent Configuration has been
successfully configured.

Click "Done” to exit.

InstallAnywhere

Cancel Previous
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13. Secure Token Service Integration for SSOi

NUMI supports secure token service implementation through SSOi. Full details of the implementation
can be found at SSOi Secure Token Service Playbook.

13.1.Download Certificate Chain from appropriate endpoint

Downloading the chain can be done from any computer but installing the chain must be done as the local
computer account of the server being set up.

o IDEV: https://int.services.eauth.va.gov:9301/STS/RequestSecurity Token

e SQA: https://sga.services.eauth.va.gov:9301/STS/RequestSecurity Token

e PREPROD: https://preprod.services.eauth.va.gov:9301/STS/RequestSecurity Token
e PROD: https://services.eauth.va.gov:9301/STS/RequestSecurity Token

1. Install the full certification chain from the matching lAM environment(s). This can be obtained by
visiting the link and clicking the lock icon and choosing “View Certificates”.
https://services.eauth.va.gov:9301/

Figure 70: View Certificates

|@ https.//preprod.services.eauth.va.gov:9301/STS/RequestSet p v a O‘

L5 € ACS SQL DB SS0i Traits - _ o 12 h.Con
— = 5 Website Identification

<?xml version="1.0" encq
- <soapenv:Envelope xmin  DigiCert Global Root G2 addr
xmins: soapenv ="http: 1as identified this site as pe /"
- <soapenv:Header>
- <nsl:Security soape { /da
- <ns2:Timestamp %|  This connection to the server is encrypted. WSS
<ns2:Created>2
</ns2:Timestamp>
</nsi:Security >
</soapenv:Header> View certificates
— <soapenv:Body >
- <wst:RequestSecurityTokenResponse=>
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/
<wst: TokenType>http://docs.oasis-open.org/wss/oasis-ws
- <wst:Status>
<wst: Code>http://docs.oasis-open.org/ws-sx/ws-trust/:
<wst:Reason>BACK_END_CONNECTION_FAILED: Back End J
</wst:Status>
</wst:RequestSecurityTokenResponse >
</soapenv:Body >
</soapenv:Envelope>

preprod.services.eauth.va.gov

Should I trust this site?
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https://dvagov.sharepoint.com/sites/OITEPMOIAM/playbooks/Pages/SSOi/SSOi%20Secure%20Token%20Service%20(STS).aspx
https://int.services.eauth.va.gov:9301/STS/RequestSecurityToken
https://sqa.services.eauth.va.gov:9301/STS/RequestSecurityToken
https://preprod.services.eauth.va.gov:9301/STS/RequestSecurityToken
https://services.eauth.va.gov:9301/STS/RequestSecurityToken
https://services.eauth.va.gov:9301/STS/RequestSecurityToken

2. Click on the Details tab and select “Copy to file”, choose PKCS and include all certificates in the path
if possible
Figure 71: Details Tab

Certificate =

eP-B0|E@n

General ‘ Details |Certiﬂcatmn Path‘

| E Mail - Jason.Confer@va
[ 1
Show
Certificate Export Wizard @
Fiel .
D Export File Format
g Certificates can be exported in a variety of file formats.
[Eh: Select the format you want to use:
% (") DER encoded binary X.509 (.CER)
E (7) Base-64 encoded X.509 (.CER)
— —
(@) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[¥]1nclude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX
Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Microsoft Serialized Certificate Store (.5ST)
Lear!
Learn more about certificate file formats
[ < Back H Next > ] [ Cancel

3. Save file as <endpointname_date>, click next then finish.

Figure 72: Save File

Certificate Export Wizard @

File to Export
Specify the name of the file you want to export

File name:

sts_preprod_8_24_2019 Browse...

’ < Back H Next > l’ Cancel ]

4. Optional — Reuse this file if another web server requires this STS endpoint’s certificate.
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January 2023

In MMC, right click Computer-Personal store and import the certificate created in Step 9.

Figure 73: Import Certificate

@ Hle Actien View Favontes Window Help

< zm o

al [=

-

| Conscle Root Issued To Issued By
4 G Certificates (Local Computer) Rl dev.services.eauth.va.gov VA-Internal-52
4 [ ]| Personal “llocalhost localhost
| Certifi . al-52
= All Tasks 4 Request New Certificate...
= || Trusted Rg LI-5:
[ || Enterprise View 2 | Import... -5
F — Intermediz MNew Window from Here Advanced Operations PoLI-SE
E —E:';ET:E:L New Taskpad View... Internal-52-RCAT-v1 VA-Internal-5:
o Swve-VAAUSNUMWEBS20 WMSve-VAALU
t | Third-Part] Refresh
[+ _ Trusted Pe Export List...
i [ Client Autl
B || Other Peo Help
|| Operations Manager I

Import for local machine

Figure 74: Import for local machine
3

= Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept,

Store Location
Current User

Local Machine

To continue, dick Next.

Browse to file created in step 10 and click Next

Figure 75: Browse to file
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File to Import
Specify the file you want to import.

File name:
C:\Users\VHAISDCONFE10\Desktop\SSOi-INT_CertChain.p7b | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serizlized Certificate Store (,55T)

et ] [ ]

8. Place all certificates in the Personal store, click next and finish

January 2023

Figure 76: Place certificates

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() automatically select the certificate store based on the type of certificate
®) Place all certificates in the following store
Certificate store:

Personal | ‘ Browse...

NUMI Server Setup Guidev.1.1.15.11
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9. The imported certificate should now be in the store (refreshing may be required). It will follow the
naming convention Xxxx.services.eauth.va.gov

Figure 77: Imported certificate

Consolel - [Console Root\Certificates (Local Comput

ﬁ File Action View Favorites

EYCENFEEEE

Window Help

| Consecle Root
4 Iﬁl Certificates (Local Computer)
4 || Personal
| Certificates
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
" Untrusted Certificates
| Third-Party Root Certification Authorities

lzzued To

lssued By

Expiration Date |

54 dev.services.eauth.va.gov

?Ellocalhnst

@VMUSNUMWEB&EO.MC.DVA....
?Elvaausnumwebﬂlﬁ.aac.dva.va.gov

?ﬁvaausnumwebﬂ?_{ﬁ.aac.dva.va.gov
S VA-Internal-52-1CAT-v1
SIVA-Internal-52-RCAT-v1
?EJWMSV: -VAAUSMUMWEBS20

13.2. Export server cert to .pfx

This is a copy of the .cer installed locally to the computer/personal account. Itshould be the one served
by IS when you navigate to the website.

VA-Internal-52-1CA1-v1
localhost
VA-Internal-52-1CAT-v1
YA-Internal-52-1CA71-v1
VA-Internal-52-1CAT-v1
YA-Internal-52-RCAT-v1
VA-Internal-52-RCAT-v1
WMSve-VAAUSNUMWEBS20

4/25/2020

2/8/2023 ¢
1/8/2021 (
11/5/2018 i
11/3/2019 f
10/25/2026
10/26/2036
1/6/2028 i

1. Load the Microsoft Management Console, Certificate Snap-in, for the local computer

2. Find the server cert in the personal folder
Figure 78: Server certin personal folder

L owow e L3 | mmm isan

L NI I

| Console Root
4 Eﬁ] Certificates (Local Computer)

4 || Personal

| Certificates
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People

Vv v v v v v
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Issued To -

|5 dev.services.eauth.va.gov

?@Iocalhost

|5 VAAUSNUMWEBS20.AAC.DVA....

lssued By
VA-Internal-52-1CAT-v1
localhost
VA-Internal-52-1CA1-vw1

Expiration Date
4/25/2020
2/8/2023
1/8/2021

?@vaausnumweb&lﬁ.aac.dva.va.gov

?ﬁvaausnumweb&lﬁ.aac.dva.va.gnv
[FIVA-Internal-52-1CAT-v1
[SIvA-Internal-52-RCAT-v1

?@WM Swe-VAALUSNUMWEBB20
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WA-Internal-52-1CAT-v1
VA-Internal-52-1CAT-v1
WA-Internal-52-RCAT-v1
VA-Internal-52-RCAT-v1
WMSve-VAAUSNUMWEBB20

11/5/2019
11/5/2019
10/25/2026
10/26/2036
1/6/2028
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3. Right click and export the certificate
Figure 79: Export certificate

?ﬁ lecalhost lecalhost 2/8/2023 Server Authenticati... 115 Express Develop...
| VAAUSMUMWEBS20.AAC.DVA....  VA-Internal-52-1CA1-v1 1/8/2021 Client Authenticati... VAAUSNUMWEBE2...

mvaausnumwebﬂ?_ﬂ.aac.dva.va.gw VA-Internal-52-ICAT-v1 Open er Authenticati.. <Mone=
?ﬁvaausnumweb&lﬁ.aac.dva.va.gw VA-Internal-52-ICAT-v1 EE— N -
] VA-Internal-S2-ICAT-v1 VA-Internal-52-RCAT-v1 - pen
[ZlvA-Internal-52-RCAT-v1 VA-Internal-52-RCAT-v1 Cut Request Certificate with New Key...
o WMSvc-VAAUSNUMWEBS20 WMSvc-VAAUSNUMWEBS20 Copy Renew Certificate with New Key...
Delete Manage Private Keys...
Properties Advanced Operations 2
Help Export...

4. Select “Yes, export private key” and choose next

Figure 80: Export private key
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Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

() Mo, do not export the private key

5. Select “Export all extended properties” and choose next

6. Selectastrong password. This password will go into NumiWebApp.config later in this guide.

January 2023

Figure 81: Export all extended properties

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary X. 509 (.CER)

(”) Base-64 encoded ¥.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[ indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS 13 (.PFX)
[ Indlude all certificates in the certification path if possible
[ Delete the private key if the export is successful
[] Expart all extended properties

() Microsoft Serialized Certificate Store (.S5T)

Figure 82: Strong Password
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(£) =+ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password,

[]Group or user names (recommended)

Password:
[ |
Confirm password:

Cancel

7. Selectafilename for the exported certificate and save itas a .pfx. Selecta folder not specific to a
version of NUMI as this cert will be valid for future versions of the applications until expiration.
For example, if the folder structure for website is NUMI/NUMI _15.9 select the /NUMI folder for
the certand not the specific/NUMI_15.9 folder. This file path will go into NumiWebApp.config
later in this guide.

13.3. NumiWebApp.config keys

<l-- STS Service configuration -->
<add key="STSEndpoint" value="https://int.services.eauth.va.gov:9301/STS/RequestSecurityToken"/>
<add key="STSEnabled" value="true"/> <!-- Set "true" to enable STS service integration -->

<add key="STSCertificatePath" value="D:\\numi_web820.pfx"/>
<add key="STSCertificatePassword" value="numil23"/>

STSEnabled — anything but “true” will disable STS and revert to access/verify

14.Installing CERMe Software and Database from CERMe
Installation CD

Refer to the RM Install Guide PDF file on the CERMe (COTS product) setup CD for detailed

instructions on how to set up CERMe (DBA assistance may be required to setup the database, which

must be done before application setup).

14.1.Install CERMe on the Application Server

NOTE: Change Healthcare provides version updates several times a year. The example below may not
be the latest version

January 2023 NUMI Server Setup Guidev.1.1.15.11 66



CERMe Review Manager (RM) 21.0.1 InterQual 2022 for NUMI 15.10 will be installed based on an
existing installation of CERMe 20.1. The CERMe installation would be performed using a dump of the
existing CERMe 20.1 database. Listed below are the steps to restore the database and install CERME:

1. Restore CERMe 20.1 data from the CERMe database dump obtained from the current CERMe pre-
Prod/Production servers. Create database logins for orphaned usersin the restored database. Write
down the credentials for the new logins created. This will be required for the CERMe install.

2.

3.

o~

© N

Navigate to the CERMe install image and double click the install.htm file in the root directory
to open the setup welcome page. This will open the CERMe install page in Internet Explorer.
Click on the Install Review Manager 21.0.1 / InterQual View 2022 link on the installation
page. This will prompt to save or run the file, select Run. This will start the CERMe Install
wizard.

Accept the license agreement and click Next.

On the License Information screen, enter the license information given above and click Next.
On the Select Review Manager Enterprise screen, select “Review Manager Enterprise” and
click Next.

On the Installation Type screen, select “New Installation” and click Next.

Selectan installation directory.

On the Choose Components screen, keep the default selection (i.e., all selected) and click
Next.

10. On the Database Information page, enter the following info and click Next.

Database type: SQL Server

Server Name: Name of the SQL database server

Database: Name of the database to which the dump restored in step 1

Port Number: SQL Server

Instance: leave blank

User ID: SQL Server user ID with access to the CERMe database restored above
Password: Password for the SQL Server user used above

11. On separate database to store report data screen, select No and click Next.

12.0On the Install Jetty window, select Yes to install Jetty.

13. On the next screen, enter 8357 for Port Number.

14.0n the next screen, select the hardware architecture.

15. Review the selections, and click Install to start the installation.

16. Once the installation completes, go to the URL: http://<servername>:8357/rm/login.
This is should open the CERMe login page.

17.Now follow the steps below to update CERMe to CERMe 21.0.1.

18. Stop the CERMe Service from the Windows Services.

19. Create a backup of the CERMe Installation folder and the CERMe database.

20. Make the changes to the file (below)on the CERMe Jetty Server:

File: <CERMe Install Folder>\Jetty\etc\webdefault.xml

Add the following element to <session-config>element.
<cookie-config>
<http-only>true</http-only>
</cookie-config>

Session Config element should look like the following after the change:
<session-config>
<session-timeout>30</session-timeout>
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<cookie-config>
<http-only>true</http-only>
</cookie-config>
</session-config>

File: <CERMe Install Folder?\Jetty\etc\jetty-rewrite.xml

Add the following <Call>element to the end of the <New> element.
<Call name="addRule">
<Arg>
<New class="org.eclipse.jetty.rewrite.handler.HeaderPatternRule">
<Set name="pattern">/*</Set>
<Set name="name">Strict-Transport-Security</Set>
<Set name="value">max-age=31536000; includeSubDomains</Set>
</New>
</Arg>
</Call>

The file will look like the following after the change:

<Set name="handler">

<New id="Rewrite" class="org.eclipse.jetty.rewrite.handler.RewriteHandler">
<Set name="handler"><Ref refid="oldhandler"/></Set>

<Set name="rewriteRequestURI"><Property name="rewrite.rewriteRequestURI"
default="true"/></Set>

<Set name="rewritePathInfo"><Property name="rewrite.rewritePathInfo"
default="false"/></Set>

<Set name="originalPathAttribute"><Property name="rewrite.originalPathAttribute"
default="requestedPath"/></Set>

<Call name="addRule">

<Arg>

<New class="org.eclipse. jetty.rewrite.handler.HeaderPatternRule">

<Set name="pattern">/*</Set>

<Set name="name">Strict-Transport-Security</Set>

<Set name="value'">max-age=31536000; includeSubDomains</Set>

</New>

</Arg>

</Call>

</New>

</Set>

File: <CERMe Install Folder>\Jetty\start.ini

OPTIONS=rewrite
etc/jetty-rewrite.xml

File: <CERMe Install Folder>\Jetty\ReviewManager.xml

Add the content below to the end of the < Config >element
<IntegratedLogin Enabled="true" CookieName="unifiedkey"
UnifiedKey="8rzVNfLlwjHWHvPctaen9dw=="
AuthenticationFailUrl="/igm/html/rm integrated authentication failed.htm"
GuidUserCid="IQ 1" Guid="A1lBOB165-3C18-4561-935F-5FB81BD42128"
AuthenticateWS="false"/>
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The modified file will look like the following:

<Path Prefix="/rm"/>
<Login Check="true"/>

<IntegratedLogin Enabled="true" CookieName="unifiedkey"
UnifiedKey="8rzVNfILwjHWHvPctaen9dw=—="

AuthenticationFailUrl="/iqm/html/rm integrated authentication failed.htm"
GuidUserCid="IQ 1" Guid="A1lBOB165-3C18-4561-935F-5FB81BD42128"
AuthenticateWs="false" />

</Config>
</ReviewManager>

21. Start CERMe Service from the Windows Services.
22.Go to CERMe URL.: http://<server>:8357/rm/login Login with the credential provided, and go

to the menu Help > About. It should show Version InterQual Review Manager™ 21.0.1 (Build
4).

23.This completes the installation of the CERMe RM 21.0.1 InterQual View 2022.

14.2.Install CERMe SSL Certificate

NUMI will need SSL certificates for CERMe (for Jetty). NUMI uses the SSL certificate for the server
that CERMe is running on. If the sever does not have a SSL certificate installed, follow the normal VA
processes for obtaining SSL Certificates and install it.

1. Use IIS Manager to export the current certificate to a .pfx file. Select the server name in the
Connections pane and double click on the Server Certificates in the I11S pane as shown in Figure 83.

Figure 83: 1IS Server Certificates

";'Elnternet Information Services {IIS) Manager M=l 3
@ G| S veansumerpez o | & |@ -
File  Vew Help
@ @) VAAUSNUMAPP42 Home
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B “}I Start Page pu——
. ilter: - - i - [33 Manage Server
-85 ¥AALSHUMAPP42 (YHAMASTER L= G0 - gigShowdl | Groupby: area EH ., 9
;:* Application Poals 11s ﬂ - Restart
[=I-[@] Sites _ Skart
-9 HUMI_t_1_15_2 n?‘ =n é.= | 3 = B cop
-6 NUMI_T_1_14_0 ] B - (/] = 404 y =
@ MUMI_1_1 150 Authentication Authotization  Compression Default Directory Error Pages Wiew Application Pools
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[+ MUMI_MD'WS _Debu _
% NUM];;p\j | g iy 1 <,§ZT ? T( ﬂ_” ::J"' Change MET Framework Yersion
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Management
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Configuration Feature Shared
Editar Delegation  Configuration
-
Ready Gi:g

2. Select the certificate to export and click on the “Export...” link in the Actions pane, as shown
in Figure 84.
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Figure 84: 1IS Server Certificate Selection
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3. Set the name of the .pfxfile. Set the password, e.g., use numi (all lowercase) for the password,
as shown in Figure 85. This password will be used in subsequent steps.

Figure 85: 1IS Certificate Details

Export Certificate EHE:
Export to:
ID:'I,Certs'I,NLIMI.pF:-: |
Passwaord:
[ 1} ] ]

Confirm passwiord:

ks Zancel

NOTE: For the following, the password can be whatever you choose, but please make a note of them, as

they will be used later. For this example, D:\Certs\NUMI.pfx is the file name and the password, the one
that you used to export the .pfx file, e.g., numi (all lowercase).

4. Openacommand prompt window and change the current directory to the location of the
keytool executable. In this example it would be:
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D:\Program Files (x86) \Change Healthcare\CERME\Jre\bin\keytool .exe

5. Execute the following command:
keytool -importkeystore -srcstoretype PKCS12 -srckeystore "D:\Certs\NUMI.pfx" -

destkeystore "D:\Certs\CERME.ks"

NOTE: -srckeystore value will be the .pfx path and filename above, -destkeystore can be whatever you
choose; again, passwords can be whatever you choose, but please make a note of them. The word
“secret” is used as the keystore password in this example.

6. Execute the following command:
Keytool —-list -keystore "D:\Certs\CERME. ks”

Make a note of the long, auto-generated alphanumeric value circled in red below. Recommended actions

are to copy, paste the entire command prompt output to notepad to copy, and paste this value.
Figure 86: keytool -keystore "C:\Certs\CERME .ks" —list

# WINDDWS' system32\ cmd.exe

wProgram Files“McHezzon“CERME“Jresbin>keytool —importkeystore -srestoretype FKII
G512 =srckeystore "C:nHUHINCertsxfu_cert_ 2012 .pfx" =destkeystore "C:iwHUHINCerts™
CERHE . ks"
Enter destination kevstore password:
Re—enter new password:
Enter source k re password:
Fnrru tnP i dch?f87feSfle?6bdl15aB6a15c8R4c_c4444c68—dB?f —4c3Ib—9be2-7ab?23a
2 P g ully imported.

nport " command completed: 1 entries successfully imported, @ entries failed or
cancelled

C:iwProgram FilessMcHesson“CERHE“Jrexhinikeytool —keystore “CiSHUMINCerts“CERHE.k

' —list
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry
B 2 dch?F87feSfle?66dl15aP6a15c8Pde _cd4444c68-dB?F-4cIb-9be2-7ab7?23a72cB1, Jul 16, 2

Wiz, PrivateHeyEntry.
Certificate fingerprint (HDS>: FE:BD:2A:B7:6F:BR:D5:-BA:93:53E6:DA:-22:87:D9:7C

C:~Program Files“McKesson“CERHE*Jrexhin >

7. Execute the following command:
keytool -changealias -keystore "D:\Certs\CERME.ks" -destalias numi -alias

<alphanumeric value>

NOTE: Replace <alphanumeric value> with the value noted and circled from the step above. The
keystore password is the password specified when creating the keystore above, secret in our example.
The key password is the password specified when creating the pfx file, numi in our example.

8. Execute the following command:
keytool -keypasswd -keystore "D:\Certs\CERME.ks" -alias numi

NOTE: With this command, we are changing the key password to “reallysecret” for this example.

9. Next, copy the keystore, (D:\Certs\CERME.ks), to the Jetty\etc directory. For this example, it

would be here: D:\Program Files (x86)\Change Healthcare\CERME\Jetty\etc.
10. Modify <Jetty-home>\start.ini. Uncomment the relevant lines in the SSL Contextand HTTPS
Connector sections of start.ini file (as shown in the example below).
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# SSL Context
# Create the keystore and trust store for use by
# HTTPS and SPDY

jetty.keystore=etc/keystore

jetty. keystore.password= (your password)
jetty. keymanager .password= (your password)
jetty.truststore=etc/keystore
jetty.truststore.password= (your password)
jetty.secure.port=(your SSL port number)
etc/Jjetty-ssl.xml

# HTTPS Connector
# Must be used with Jjetty-ssl.xml

jetty.https.port=(your SSL port number)
etc/jetty-https.xml

11. Open the windows services management console, (START->RUN->services.msc->0K), and
restart the CERMe service. Itwill take about 20 to 30 seconds for the service to restart
completely but you should be able to browse directly to the secure CERMe. Use whatever
URL is used to access NUMI, e.g., https://vaww.prod.temp.numi.med.va.gov/web/home.aspx

12. Replace the “/web/home.aspx” portion with CERMe’ s secure port, (8443 by default), e.g.,
https://vaww.prod.temp.numi.med.va.gov:8443/

The CERMe website should be displayed and you should not have been warned of the security
certificate problem.

15.Setting up NUMI Sectionin the Windows Event Log

1. Change Directory - Go to command prompt (run as Administrator) and change current directory to
Framework v2.0 bit folder e.g., C:\WINDOWS\MS.NET\Framework\v4.5.x
2. Install Command - Type InstallUtil.exe /I <source folder full path >\bin\NumiWebApp.dll

under Framework v4.5 folder and press enter.
e.g., InstallUtil.exe /i D:\NUMI\<install dir>\bin\NumiWebApp.dll

3. Thisshould create a NUMI section in the Windows Event log.

Figure 87: Creating a NUMI section in the Windows Event Log
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4. NUMI Event Folder Properties
Go to NUMI Properties by right mouse.
b. Click on General Tab under NUMI Properties dialog box window. Check/Click on Overwrite
events as needed.
c. Press <Apply> button (if needed) and Press <OK> button.
d. Verify Event View, if any error logs occurred during the installation.

o

15.1.Validate XML Configuration File Settings

Verify that all XML configuration file settings are correct. Validate NUMI XML Configuration File
Settings.

1. Edit the application settings in the web.config file in the NUMI folder. E.g.,
D:\NUMI\<install_dir>\web.config

Settings to update:

<!-- change this setting to point to the appropriate config file for the
deployment. —-->
<appSettings

configSource="src\\main\\resources\\xml\\deployment\\numiwebapp.config"/>
<connectionStrings/>

Figure 88: Updating Settings in NUMI XML Configuration File
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‘Weh.cunﬁg - Motepad M=l E3
File Edit Farmat View Help

<7xm] wersion="1.0" encoding="UTF-8"7>
<configuration xmins="http://schemas.microsoft. com/. NetConfigurationswz. 0"
<configsections:
<sectionGroup name="system.weh.extensions” type="system.web.configuration. systemwebExtensionssect
<sectionGroup name="scripting” type="system.weh.Configuration.scriptingsectionsroup, System.web
<section name="scriptrResourcedandler” Type="system.web,configuration. scripringscriptResourced
<sectionGroup name="wehservices" type="System.web.Configuration. scriptingwebservicessectionGr
<section name="jsonserialization” type="System.web.Configuration.scriptinglsonserialization
<section name="profileservice” type:'System.web.cnnfﬁEuratian.ScriptﬁngPeriTeServiceSectiD
<section name="authenticationservice" type="System.web.Configuration.scriptingauthenticatio |
</sectionGroups
</sectionaroup>
</sectionaroup:
</configsectionss

|»

<appse
<system. web>
<httpRuntime executionTimeout="300" />
<l——<trace enabled="false" pagecutput="false" requestLimit="100" /f>-->»
<! ——<identity impersonate="true" />--»
<l ——<zessionstate timeout="2"/>—->
<pages wvalidaterequest="false">
<controlss
<add assembly="eworld.UI" namespace="eworld.UI" tagPrefix="ew" />
<add assembly="NumiwebApp" namespace="gov.wva.medora.numi.utilities" tagPrefix="CustomControls
<add assemb1y=”5ystem.weg.Extensinns, version=l.0.61025.0, Culture=neutral, PublicKeyToken=31
<add assembly="AjaxControlToolkit" namespace="ajaxControlToolkit" tagPrefix="ajax" /»
<add src=”~j¥npatientfcantrDTSJTabSe1ect.ascx“ tagiame="tah" tagPrefix="CustomZontrols" />
<add src="~/Inpatient/Controls/Menu.ascx’ tagiame="menu" tagPrefix="CustomControls" s
<add src="~/Inpatient/ControlsFilterTable.ascx" taghame="FilterTahle" tagPrefix="CustomContr
<fcontrolss
</ pages> =

1] | v 4

2. Edit the application settings in the config file indicated in the previous entry. Make sure to
enter the VIA configuration properties listed below and the NUMI database server names, and
the NUMI database password as indicated.

D:\NUMI\<install_dir>\src\main\resources\xml\deployment\numiweb app.config Settings to update:
<!-- VIA Service configuration -->

<add key="VIAServiceURL" value="<VIA Service URL>" />

<add key="VIARequestingApp" value="<Requesting App ID assigned by VIA>"/>

<add key="VIAConsumingAppToken" value="<Consuming App token assigned by VIA>"/>
<add key="VIAConsumingAppPassword" value="<Consuming app password assigned by
VIA>"/>

<add key="numiDbConnectionString" value="Data
Source=<enter database server>;Database=NUMI;User

ID=numi user;Password=xxxxxxxx;Trusted Connection=False" />

<add key="SSOLogoutUri" value=".." />

Modify the value of ‘ssoLogoutUri’setting to one of the URLs from the table below which is based on
the installed environment.

Table 5: SSOLogoutUri values

Environment | Value

DEV https://logon.dev2.iam.va.gov/centrallogin/loggedout.aspx

SQA https://ssologon.sga.iam.va.gov/centrallogin/loggedout.aspx
Preprod https://ssologon.preprod.iam.va.gov/centrallogin/loggedout.aspx
PROD https://ssologon.iam.va.gov/centrallogin/loggedout.aspx

3. Follow the steps below to encrypt the updated NumiWebApp.config
a. Openacommand promptand change to .Net Framework 4.x directory (e.g.
C:\Windows\MS.NET\Framework64\v4.x.x)
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b. Runcommand :
.\aspnet regiis.exe -pef "appSettings"
D:\NUMI\<install dir>

c. The command should execute successfully and give the following message:

Encrypting configuration section...
Succeeded!

d. Verify thatthe
src\\main\\resources\\xml\\deployment\\NumiWebApp.config

file does not contain any plain text passwords any more.
NOTE:
Important: Make sure there is no unencrypted copy of the NumiWebApp config file in the server

To make any future changes to the src\\main\\resources\\xmI\\deployment\NumiWebApp.config
first decrypt the file by running command:

.\aspnet regiis.exe -pdf "appSettings" D:\NUMI\<install dir>

Make changes to the configuration as needed and follow the above stepsto encrypt it again.

16.Perform Restart
Restart 11S

1. Click <Start>.
2. Click the Command Prompt (or <Run>, depending on the Operating System)
3. Type: IISReset
4. Click <Enter>.

17.Test NUMIWeb Site Functionality

Open Internet Explorer and type: http://servername/Web/Home.aspx e.g.,
https://vaausnumapp40/Web/Home.aspx

18.Installing NUMI Synchronizer onthe DB Server

18.1.Installation Instructions

1. Copy the Sychronizer_Setup.msi file to the intended environment. This file will be provided by Tier 3
maintenance and should be stored on each environment

Figure 89: Synchronizer Setup

Narre aLe rmuouanieu I:_.'[Jl: L
ﬁ_%l Synchronizer Setup 10/19/2018 1:39 PM Windows Installer ... 676 KB
e Ifanupgrade in place, stop the existing service in task manager and uninstall from program files

Figure 90: Stop service
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2. Launch the Synchronizer Setup file
3. Click Next

Figure 91: Synchronizer Setup Wizard

InstallEd On
10/19/2018
10/19/2018
10/19/2018
10/19/2018

i Synchronizer

Size
332 KB
17.5MB
17.1 MB
7.03 GB

BE |

Welcome to the Synchronizer Setup Wizard

The installer will guide you through the steps required to install Synchronizer on your computer.

WARNIMG: This computer program iz protected by copyright law and international treaties.

|—|

Unauthorized duplication or distribution of this program, or any portion of it, may result in zevere civil

ar criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel

4. Choose the everyone option and browse to the desired directory

Figure 92: Synchronizer Installation Folder
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5. Click next

6. Click Close

January 2023

Select Installation Folder %

The inztaller will inztall Synchronizer to the following folder,

Tainstall in this folder, click "Next". To install to a different folder. enter it below ar click "Browse".

Folder:

D:AMUMIAS ynchronizery Browse...

Install Synchronizer for yourself, or for anyone who uses this computer:

®) Everyane
O Just me

Cancel ‘ | ¢ Back ‘ | Mext »

93: Synchronizer Setup Wizard
Confirm Installation %

The installer is ready to install Synchronizer on your computer.

Click "Hest" to start the installation

Cancel | ‘ < Back, | ‘ MNext »

Figure 94: Installation Complete

Installation Complete %

Synchronizer has been successfully installed.

Click "Cloge™ to exit.

Please use Windows Update ta check for any critical updates to the \MET Framework.

Cancel | | < Back | | Clase
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7. Enter the connection information for VIA & NUMI DB into the Synchronizer.config and
Sychronizer.exe.config. Use the database server full name in source, e.g.
VAAUSNUMSQLXX.aac.dva.va.gov where XX is the number of the database.

<I--VIA Service configuration -->

<add key="VIAServiceURL" value=" https://vaww.via.va.gov/via-webservices/services/NumiService" />

<add key="VIARequestingApp" value="NumiBatch"/>
<add key="VIAConsumingAppToken"value="(SEE PW VAULT)"/> PW Vaultunder “NUMI
Synchronizer PWs (VIARequestingApp)” Under NOTES section

<add key="VIAConsumingAppPassword" value="(See PWVAULT)""/> PW Vault under “NUMI Synchronizer
PWs (VIARequestingApp)” Under NOTES section

<add key="numiDbConnectionString" value="Data
Source=VAAUSNUMSQL XX.aac.dva.va.gov;Database=NUMI;User | D=numi_user;Password=PW Vault under “NUMI
Synchronizer PWs (VIAR equestingApp) "NOTES section ; Trusted_Connection=False" />

<add key="reportDbConnectionString" value="Data
Source=VAAUSNUMSQL XX.aac.dva.va.gov;Database=NUMI;User ID=numi_user;Password=PW Vault under “NUMIT
Synchronizer PWs (VIARequestingApp)” NOTES section; Trusted_Connection=False™ />

8. Restart the service from task manager or the services mmc.

Figure 95: Restart
Running i

- NUMI Synchronizer 4.7.2 Start
J orunprogram % Stopped
-, PerfHost op

Open Services

Stopped
ICJ:\:‘ Fewer details | . Open

Search online

Go to details

18.2.Uninstall:

If you need to uninstall the NUMI Synchronizer services use add/remove programsand right click on
the synchronizer.

Figure 96:Uninstall

Organize =  Uninstall Change  Repair

MName Publisher Install®d On  Size Version

= Synchrenizer VHA OIT HPS-Admin MUMI 10/19/2018 532KE 1.0.0

v Visual Studio Installer Projec Uninstall . Microsoft Corporation 10/19/2018 175MB 120301
jﬂMicrosoﬂVisual C++ 2013R Change . Microsoft Corporation 10/19/2018 171MB  12.0.2100:
o] Microsoft Visual Studio Ultin Repair Microsoft Corporation 10/19/2018 T03GE 12.02100

18.3.Validate Installation:

To confirm the synchronizer installation

Open MS SQL Server Management Studio after 2 hours. Opena new query and type:
Use numi go.
Select TOP 1000 * from patientstay.

Click the <Execute> button to run the query. New recordsshall display.

18.4.Add Jobs to the SQL Server
There are 3 jobs that must be added to the SQL Server:
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1. NUMI_PhysicianAdvisorPatientReview_AutoExpire
2. LogSynchDB_ValidateSynchronizer
3. NUMI_AlterIndex_Rebuild

These jobs can be installed from scripts (included in the build) or, if you are transferring from another
server, you can right click on each job and scriptas DROP and CREATE.

Backup the jobs before you run the scripts. Modify the scripts to replace the @owner_login_name with
the owner login name appropriate for your installation, if necessary.

NUMI_PhysicianAdvisorPatientReview_AutoExpire is a job that executes the Stored Procedure
usp_PhysicianAdvisorPatientReview_AutoExpire every day at midnight. The Stored Procedure looks
for Physician UM Advisor (PUMA) Reviews that have not been completed within 14 days and marks
them as Completed with a reason description of Expired.

LogSynchDB_ValidateSynchronizer is job that executed the stored procedure
LogSyncDB.dbo.usp_LogSync_ValidateSynchronizer every hour. This stored procedure confirms
imported stays within the last 3 hours and reports the problem to a pre-defined e- mail distribution list
determined by the needs of the installation.

NUMI_AlterIndex_Rebuild is a job that executes the stored procedure

NUMI.dbo.usp_Alterindex_Rebuild. This stored procedure rebuilds the indexes for the tablesin the
NUMI database.

19.Post-Installation Considerations

If there are post-installation considerations for NUMI, this information will be provided by the
appropriate project teams.
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20.Acronyms and Descriptions

Acronym Description

CERMe Care Enhance Review Management Enterprise
CPRS Computerized Patient Record System

CPU Central Processing Unit

|H'I‘I'P HyperText Transfer Protocol

[HTTPS HyperText Transfer Protocol Secure

IAM Identity and Access Management

1S Internet Information Services

|MDWS Medical Domain Web Services

[NUMI National Utilization Management Integration
PM Project Manager

PUMA Physician UM Advisor

QA Quality Assurance

SQL Standard Query Language

SSL Secure Socket Layer

SSO Single Sign On

UM Utilization Management

[URL Uniform Resource Locator

VIA VistA Integration Adaptor

VistA \Veterans Information Systems Technology Architecture
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21.NUMI Comparison Table

NUMI Version | CERMe RM InterQual CA Windows MS SQL
View SiteMinder Server Server
15.4 16.1 2017.2 12.51 2012 R2 2012
15.5 17 2018.1 12.51 2012 R2 2012
15.6 17 2018.1 12.51 2012 R2 2012
15.8 18.1 2019.1 12.51 2012 R2 2012
15.9 19.0 2020 12.51 2012 R2 2012
15.9.1 20.0 2021 12.52 2019 2019
15.10 21.0.1 2022 12.52 2019 2019
15.11 21.0.1 2022 12.52 2019 2019
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